MHdopmaunoHHasa namMaTka Ana obyvarowmxcsa AnA pa3MeLleHns Ha
ocpuumanbHbix UHTEpHeT-pecypcax

C KaxablM rogoM MONOAEXN B UHTEPHETE CTAaHOBUTLCS OOMbLUE, a LUKOMbHUKK
OOHW U3 caMblX aKTMBHbIX Mornb3oBaTenen PyHeTa. Mexay TeM, NOMUMO OrPOMHOro
KONM4YecTBa BO3MOXXHOCTEW, WHTEpPHET HeceT M npobnembl. OTa namMsTka AOMmKHa
nomoyb Tebe 6e3onacHoO HaxXoAUTbLCS B CETU.

KomnbloTepHble BUpPYCbI

KomnbloTepHbln  BUPYC - 3TO  Pas3HOBUAHOCTb  KOMMbIOTEPHLIX  MPOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
AOMOMHEHWEe K 3TOMY, BMPYCbl MOTyT MOBPEeAUTb WM MOMHOCTBI YHUYTOXWUTb BCE
Gannbl M JaHHble, NOAKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHM KoToporo 6bina
3anyweHa 3apaxéHHas nporpaMma, a Takke MoBpeauTb WU [aXe YHUYTOXMUTb
OnepauuoHHY0 CUCTEMY CO BCeMWU (pavnamu B uenom. B GonblumnHCTBE crny4vaes
pacnpoCTPaHATCA BUPYChbl Yepe3 MHTEPHET.

Memodbi 3awumbsl 0m 8peO0HOCHbIX MPO2PaMM:

Mcnonb3yn coBpeMeHHble onepauuoHHble CUCTEMbI, UMeLWne CepbE3HbIn
YPOBEHb 3aLUNTbl OT BPEAOHOCHbLIX NPOrpamMm;

NocTosAHHO yCTaHaBnveam nayTu (undppoBble 3annaTku, KoTopble
aBTOMATUYECKN YCTaHABNUBAKTCA C Uenblo aAopaboTku nporpaMmmbl) W - gpyrue
OBGHOBIEHNS1 CBOEN onepauuoHHON cucTeMbl. CkaumBam MX TONbKO C oduunanbHOro
canta paspabotunka OC. Ecnu cywecTByeT pexumm aBTOMaTM4YecKoro OBHOBRNEeHus,
BKITHOUMN €rO0;

Pabotan Ha cBoeM KOMMbKOTEPE NOL MNpaBamMu Mofb3oBaTens, a He
agMuHUCTpaTopa. 3TO He MNOo3BOSIUT  OONbLUMHCTBY BPELOHOCHLIX  Mporpamm
WHCTannMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbLIOTEPE;

Mcnonb3yn aHTUBUPYCHbIE MpOrpamMMHble MPOAYKTbl M3BECTHbLIX MPOU3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNeHnem 0as;

OrpaHunyb omsnyecknin JOCTYN K KOMNbIOTEPY AS11 NOCTOPOHHUX N,

Mcnonb3yn BHeLWHME HocUTenn MHMopMauuu, Takue Kak donewlka, AUCK unm
dann n3 nHTepHeTa, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB;

He oTkpbIiBan KOMMNbOTEPHbIE hansbl, NOMyYeHHbIe N3 HEHAOEXHbLIX NCTOYHNKOB.
Haxe Te dpannbl, KOTOpble NpUcan TBOW 3HAKOMBbIN. Jlyylle yTOYHW Yy Hero, oTnpasnsasn
nv oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTO0 He BuA nepegavn OaHHbIX, HE TEXHOMNOMMs, a Bcero nuub 6peHs,
mapka. Ewe B 1991 rogy HuaepnaHackas KOMMAHWA 3aperncrpupoBana ©OpeHA
«WECA», 4t0o o06o3Havano crnosocovetaHne «Wireless Fidelity», koTopbIn
nepeBoAMTCA Kak «becnpoBoaHast TOYHOCTbY.

[o Hawero BpemeHun gowna apyras abbpesunaTypa, KoTopas ABMSETCS TaKOW e
TexHonornen. 31o abbpesmnatypa «Wi-Fi». Takoe Ha3BaHMe ObINIO 4AaHO C HAMEKOM Ha
cTaHOapT BbICLUMA 3BYKOBOW TexHukM Hi-Fi, yTo B nepeBoge oO3HavaeT «BbICOKas
TOYHOCTb».

[a, 6ecnnaTHbIi UHTEPHET-OOCTYN B Kade, OTensx W asponoprtax sBnseTcs
OT/IMYHOMN BO3MOXHOCTbIO BbIXO4a B WHTEepHeT. Ho MHOrme 3akcrnepTbl CYMTaKOT, 4YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

Cosemnbl no besonacHocmu pabome 8 obuiedocmyrnHbix cemsax Wi-fi:




He nepepaBan cBoto nuyHyto nHgpopmauuio Yepes obwenoctynHele Wi-Fi ceTn.
PaboTas B HMX, XenaTtenbHO He BBOAUTb Naposin 4OCTyna, NOrmHbl U Kakne-To HoMepa;
Ncnonb3yn n OBHOBMAN aHTMBUPYCHblE nporpaMmmbl U 6paHamayap. Tem cambiM Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

Mpu uncnonb3oBaHun Wi-Fi oTknoun dyHkumo «OBwmn goctyn K dannam u
npuHTepam». [aHHas QYHKUMA 3akpbiTa MO  YMOSYaHUIO, OAHAKO HeKoTopble
nonb3oBaTeNn akTUBMPYIOT €€ aAnd yaobcTBa ncnonb3oBaHns B paboTe unu yyebe;

He ncnonb3yn nyonuyHein WI-FI gns nepefaymn nuyHbIX AaHHbIX, HAnpumep Ans
BbIXOAa, B COUManbHble CETU UMM B SNEKTPOHHYIO MOYTY;

Mcnonb3yi TONbKO 3alumilieHHoe coeanHeHue yeped HTTPS, a He HTTP, T.e.
npy Habope web-agpeca BBoanN nMeHHo «https://»;

B mobunbHoM TenedoHe oTknoum  yHkumo - «llogkniodeHne Kk Wi-Fi
aBTOMaTU4eCcKn». He gonyckam aBTOMatM4ecKoro MOAKMYEHUS YCTPOUCTBA K CETSM
Wi-Fi 6e3 TBOero cornacus.

CouumanbHble ceTu

CouuanbHble CeTU akTUBHO BXOAAT B HALLy XW3Hb, MHOrvMe nwogu padoTtarT n
XUBYT TaM NOCTOAHHO, a B Facebook yxe 3apernctpMpoBaH mMunnmMapn 4YernoBek, YTo
ABMSETCA OOHOM CcebMOW BCeX XuTenen nnaHeTtbl. MHorve nonb3oBaTtenn He
NOHMMAOT, YTO MHGOPMaUMS, pasMeLLeHHass UMM B COUMarnbHbIX CETAX, MOXET ObITb
HangeHa W UCNonb3oBaHa KeM YrodHo, B TOM u4ucrie He obdAsatenbHo ¢ 6rarvmu
HaMepeHNaMN.,

OcHosHble cosemabl Mo be3onacHOCMU 8 coyuarsibHbIX Cemsix:

OrpaHundb cnvcok apysen. Y T1eba B Apy3bsX He OOMMKHO ObITb CryYanHbIX W
He3HaKOMbIX JTIOOEN;

3awmuian cBoK YacTHyK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOEro POXOEHUS U OPYryH NUYHY MHGOopMaUMo. 3MOYMbILINIEHHUKN MOTYT
Mcnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM poOAUTENU NnNaHupyeTte
NPOBECTU KaHUKYNbI;

3awmuian cBol penyTauuio - OepXu ee B 4nCTOTe M 3agaBant cebe Bonpoc:
xoTen Obl Tbl, YTOObLI Apyrne Nonb3oBaTeENU BUMAENMU, YTO Thbl 3arpyxaewb? [Nogyman,
npexae 4Yem 4YTo-To onybriMkoBaTb, HAaNUcaTb U 3arpy3unTb;

Ecnn Tbl roBopuwb C nAbMKU, KOTOPbIX HE 3HaEllb, HE WCMNOMb3yh CBOE
peanbHOE UMS U OPYTYHO NINYHY UHAOPMaUUK: NMS, MECTO XUTeNbCTBA, MECTO y4ebbl
N npoyee;

N3beran pasmewieHns dotorpacdmn B WHTepHeTe, rae Tbl M300pakeH Ha
MECTHOCTM, MO KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSIOXKEHME;

Mpn peructpaumm B coumanbHOM CeTU HeobBXO4MMO WCMOoNb30BaTbh CROXHbIE
naponu, cocrosime n3 6yks n umdp 1 ¢ KOIMYECTBOM 3HAKOB HE MeHee 8;

[Ona coumanbHOW ceTn, MOYTbl U OPYrUX CalTOB HEoOXOoO4MMO MCMOoSb30BaThb
pasHble naponu. Toraa ecnu Teba B3NOMaT, TO 3MOYMbILUNIEHHMKM Nony4aT AOCTyn
TONbKO K OAHOMY MECTY, a He BO BCe cpaay.

ONEeKTPOHHbIEe AeHbIn

ONEeKTPOHHblE AeHbMM - 3TO O4vYeHb YAOOHbIM Ccnocob nnaTexen, OAHaKo
CYLLIECTBYIOT MOLLUEHHUKWN, KOTOPbIE XOTAT NOSTYYnTb 3TN OEHbIW.

ONEeKTPOHHbIE AEHbrM MNOSIBUNMCb COBCEM HEAABHO U MMEHHO U3-3a 3TOr0 BO
MHOMMX rocygapcTBax 40 CUX NOP He MPONMCcaHo NPO HUX B 3aKOHaX.

B Poccumn e oHM (PYHKUMOHUPYIOT M O HUX YXKe NPONMcaHO B 3aKOHe, rae ux
pasgensioT Ha HECKONbKO BUAOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTca npoBoAUTb onepauun 6e3



noeHTMdrKkaumm nonb3oBaTensl, a B HEAHOHMMHbIX, MaeHTMdMKaUMSa nonb3oBaTens
saBnseTcs obs3aTenbHON.

Takke cnegyetr pasnuyaTb  9fEKTPOHHble  uaTHble  OeHbrn  (paBHbI
rocyaapCTBeHHbIM BantoTam) W 3feKTPOHHble HeduaTHble [AOeHbrM (He paBHbI
rocyaapCTBEHHbLIM BantoTam).

OcHosHble cosembl o besonacHol pabome ¢ 351eKMPOHHLIMU OeHb2aMu:

MpmBskn K cyeTy MOOBUMbHBLIN TenedoH. JTo cambli yOObGHbIN U ObICTPbIN
cnoco® BOCCTAHOBUTbL AOCTYN K cyeTy. [lpuBA3aHHbIM TenedoH NOMOXeT, ecnu
3abygelub CBOKM NnaTeXHbIN Naposb UM 3anfellb Ha CauT C HE3HAaKOMOrO YCTPOMCTBA;
Ncnonb3yi ogHopasoBble naponu. Nocne nepexofa Ha yCUneHHyto aBTopmsaumto Tebe
yxXe He ByfeT yrpoxaTb ONacHOCTb KpaXku Unn nepexesaTa NnaTexXHoro napons;

Bbibepn cnoxHbii naponb. NpectynHukam GygeT He NpocTo yragaTb COXHbIV
naponb. HagexHble naponu - 3To Naponiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKMOYaloT B cebsi CTPOYHbIE U MPONUCHble ByKBbI, LMMPbl U HECKOSIbKO CUMBOJIOB,
Takne Kak 3HakK jJonnapa, yHTa, BOCKNUUaTenbHbIM 3HaK W T.n. Hanpumep,

«StRONQ!;»;
He BBOAM CBOM NNYHbIE AAHHbIE HA canTax, KOTOPbIM HE AOBEPSELLb.

AneKTpoHHas no4ta

ONeKTpOHHas noyTa - 9TO TEXHOMorms U npefoctaBndeMble e ycrnyru no
Nepecbifike N MNOMYYEHUIO SNEKTPOHHbLIX COOOLLEHMA, KOTOpble pacnpenensawTcs B
KoMnbtoTepHoM ceTu. OObIYHO 3MEKTPOHHbLIA MOYTOBbLIM AWK BbIrMAAUT Crieaylowmm
obpasom: ums_rnonb3oeamensa@umsi_OomeHa. Takke Kpome nepedaynm npocToro
TEeKCcTa, UMeeTcsl BO3MOXXHOCTb nepedaBaTh dhannbl.

OcHosHble cosemnbl o be3zonacHou pabome ¢ 31eKMpPOHHOU Mo4Ymou:

Hapgo BbiOpaTb npaBunbHbIA NOYTOBLIN CEpBUC. B MHTEpHETE eCTb OrpoOMHbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OOQHAKO fy4lle OBEPSTb TEM, KOro 3Haellb U
KTO NepBbi B PENTUHTE;

He ykasbiBan B NWYHOM MOYTE JIMYHYKO WHpopmMauuo. Hanpumep, nydwe
BblOpaTb «My3blkanbHbIM_daHaT@» nnm «pok2013» BmecTo «Temal3y;

Mcnonb3y OByxaTanHyi aBTopm3auuio. IATO Korga MOMUMO MNaponst HYXHO
BBOAUTb KO, Nnpucbinaemsivi no SMS;

Bbibepun crnoxHbi naponb. [ns Kaxgoro noyYToBOro silMka OOSMKEH ObiTb CBOWM
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Naporsib;

Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIN BOMNPOC, UCMOSIb3YH 3Ty
BO3MOXHOCTb;

Mcnonb3yn HEeCKONbKO MOYTOBLIX ALWMKOB. [lepBbi Onsi YaCTHOW MEPEnucKn C
agpecatamu, KOTOpbIM Tbl AOOBeEpSA€llb. JTO 3MEKTPOHHbIA adpec He Hago
Mcnonb3oBaTh NPU permcTpauum Ha oopymax u camrtax;

He oTkpbiBayn hannsl, n gpyrue BroXeHus B NMCbMax Aaxke eCnn OHU NpuLLnu ot
TBOUX Apy3eWn. Jlydlie yTOYHN Y HUX, OTNpaBNAnn Nn oHn Tebe atn dannsi;

Mocne okoH4YaHMsA paboTbl HA NOYTOBOM CEpBUCE Nepen 3aKpbITUEM BKMaAKu C
canToM He 3abyab HaxaTtb Ha «BbInTny.

KnbepOynnuHr nnm BuptyanbHoe nsaeBaTesibCTBO

Knbepbynnuhr - npecnenosaHmMe cooOLLEHUSMU, codepKalummMm OcKopOneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaAHME C MNOMOLLBIO
pasnUYHbIX MHTEPHET-CEPBUCOB.

OcHosHble cosems! 1o bopbbe ¢ KubepbyniuH20M:




He 6pocaica B 6on. Jlyqwmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU u, ecnu
HeT TOro, K KOMy MOXHO 0BpaTUTbCHA, TO BHa4dane YCrnoKoMTbCA. Ecnu Tbl HayHelwb
oTBeYaTb OCKOPOMEeHMsAMM Ha ockopbneHusi, TO TONMbKO euwe Oonblie pasoXxKellb
KOHQOINKT;

YnpaBnan cBoen knbeppenyTtaumen;

AHOHMMHOCTb B ceTu MHUMas. CyllecTByrOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

He ctouT Bectn xynuraHckui obpas BUpTyanbHOW Xu3HWU. IHTepHeT cukeupyet
BCE TBOM AEUCTBUS U COXPAHSAET UX. Yaanutb nx byaeT kpanHe 3aTpyaHUTENBHO;

Cobnogan ceov BUPTyanbHY YECTb CMOSIOAY;

NrHopupy eamHunyHbii HeratmuB. OpHOpas3oBble OCKOpOMTENbHblE COOGLLEHNS
nyywe urHopuposatb. OBbLIYHO arpeccus nNpekpallaeTca Ha HavyarnbHOW cTaguu;

ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLUEHNAMU, B
coumarnbHbIX CeTAX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeaerieHHbIX agpecos;

Ecnm Tbl cBupgetenb knbepbynnuHra. TBOM [ENCTBUSA: BbICTYNUTbL NPOTUB
npecnegosaTens, MokasaTtb €My, 4YTO €ero [JeucTBuUs OLEHUBAKTCS HeratuBHO,
noaaepaTb XXepTBY, KOTOPOW HYXXHa NCMXorornyeckas noMoLlb, COOBLWNTb B3POCHbIM
0 hakTe arpeccmBHOro NOBEAEHNS B CETMU.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl K NnaHwWweTbl cogep)aT B cebe BNonHe B3pPOCHbIi
YHKUMOHAr, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMU KOMMNbIOTEPAMM.
OpHako, cpencTB 3almThl Anst NoAo6HbIX YCTPOMCTB NOKa OYeHb Maro. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcs 1 MOOUITbHbBIX MPUNOXEHWUNA.

CoBpeMeHHble MobunbHble Gpay3epbl yxe npakTU4ecKkn OOrHanu HacTomNbHble
aHanoru, ogHako paclmpeHne yHKLMoHana BneYveT 3a cobon 6onbLuyo CHOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[aneko He Bce nNpou3BOAUTENM BbIMyCcKalOT OOHOBMEHMUS, 3aKpbiBaloLLne
KpUTMYECKNE YyA3BUMOCTU L7151 CBOMX YCTPOMCTB.

OcHosHble cosemnbl Oris 6be3onacHoOCmMuU MobusibHO20 mesieghoHa:

Huuero He gBngaetca no-Hactosiwemy OecnnatHbiM. Byab OCTOpOXeEH, Beab
korga Tebe npegnaratoT GecnnaTHbIN KOHTEHT, B HEM MOrYT OblTb CKPbITbl Kakue-TO
nnaTHbIE YCrnyru;

Adyman, npexage 4yem otnpasutb SMS, ¢oTo nnmn Bnaeo. Tebl TOYHO 3HaeLWb, rae
OHM ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yih aHTMBMpPYCHbIE NporpamMmMbl 451t MOBUITbHBIX TENEOHOB;

He 3arpyxan npunoXeHus OT HEW3BECTHONO WCTOYHMKA, BeAb OHW MOryT
cogepxaTtb Bpe4OHOCHOE nporpamMmmMHoe obecneyeHue;

[Mocne ToOro Kak Tbl BbiA4elWb C canTa, rae BBOAWUI NUYHYI0 MHOpMaLNIO, 3auam
B HAcTpoviku Bpayaepa 1 yganu cookies;

lMepunogmyeckn NpoBepsan, Kakme nnaTHble YCnyru akTMBMpOBaHbl Ha TBOEM
HOMepeE;

[laBain cBon HoMep MOBUMBHOrO TenedoHa TOMbKO NMIOASAM, KOTOPbIX Thbl 3HaeLlb
N KOMY OOBepsieLUb;

Bluetooth gormkeH 6bITb BbIKNOYEH, KOraa Thl UM He nonb3yelbes. He 3abbiBan
NMHorga npoBepsATb 3TO.

On-line urpsbl



CoBpemeHHble on-line-urpbl - 3TO Kpaco4Hble, 3axBaTblBaloLMe pasBnevYeHus,
o0beaMHALWME COTHM ThICAY YeroBek no Bcemy mupy. Vrpokun nceneaytot AaHHbIN UM
MUp, obLalTca Apyr C APYroM, BbINOSHSKT 3af4aHus, CPaXKalTcss C MOHCTpaMu U
nony4awT onbiT. 3a YOOBOMNBbCTBME OHW NNATAT: MOKYNawT AUCK, OnfadmsBatoT
aboHeMeHT nnu npruobpeTaroT Kakme-To ONunK.

Bce aTn cpenctBa nayt Ha nogaep)KaHue U pasBuUTME UMPbl, @ TakkKe Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLUK, BbIMyCKatOTCA HOBbIE NaTyn
(umdbpoBble 3annaTtku 48 NporpamMMm), 3aKpbiBatOTCA YS3BUMOCTU CEPBEPOB.

B nogoGHbIX uMrpax CToMT onacaTbCA He CTOMbKO CBOWX COMEPHUKOB, CKOJbKO
Kpakv TBOEro naposns, Ha KOTOpOM OCHOBaHa cucTeMa aBTopusauumn 6orbLWMHCTBA Urp.
OcHoBHble coBeTbl MO 6€30NacHOCTM TBOEro UFPOBOrO akKayHTa:

Ecnn ppyron urpok Beget ceba nnoxo wunu cosgaer Tebe HENpUSATHOCTMW,
3abnoKMpyn ero B CNUCKe UrpPOKOB;

Moxanyncs agMuWHUCTpaTopaM WUrpbl Ha Mfoxoe noBedeHMe 3TOro Urpoka,
XernaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

He ykasbiBan Nn4Hy0 MHopmaLumio B npochanne urpbl;

YBaxawn gpyrnx y4aCcTHUKOB MO Urpe;

He ycTtaHaBnuean HeodmumanbHble NaTyn U Moabl;

Mcnonbayi CrioXHble 1 pasHble Naposu;

[laxke BO Bpemsi Urpbl He CTOUT OTKIoYaTh aHTUBMpPYC. oka Tbl Urpaellb, TBOM
KOMMNbIOTEP MOTYT 3apasuThb.

DULLKMHI UMK KpaXka FINYHbIX JaHHbIX

OO6bIvHON Kpaxen AeHer U JOKYMEHTOB CEerofHs Y€ HUKOro He yAMBULLbL, HO C
pas3BUTMEM WHTEPHET-TEXHOMOMMIN 3M0YMbILLIIEHHUKN NEePeMeCTUNIUCb B UHTEPHET, U
NPOAOSKAIOT 3aHNMATBLCS «IIOOUMbBIM» AENOM.

Tak nosiBMnacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa NN OULLNHT, rraBHas
Lenb KOTOPOro COCTOUT B MOMyYeHUN KOHUAEHUManNbHbIX AaHHbIX Morb3oBaTenen —
nornHoB 1 naponen. Ha aHrnunckom asbike phishing untaeTca kak dpuwmHr (ot fishing -
pblbHas noens, password - naponb).

OcHosHble cosembi 110 bopbbe ¢ puUHSOM:

Cnean 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOA aHkeTa Obina
B3noMaHa, To HeobxoaMmo 3abrnoknpoBaTb €€ 1 coobLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

Mcnonb3yn 6GesonacHble Be6G-canTbl, B TOM 4WUCrE, WHTEPHET-MarasvHoB W
NMOUCKOBbLIX CUCTEM;

Mcnonb3yi cnoxHble U pasHblie naponu. Taknm obpasom, ecnun T1ebsa B3nomator,
TO 3MI0YMbILUIEHHWKM NOSTy4aT JOCTYN TONbKO K OAHOMY TBOEMy Npodunio B CeTU, a He
KO BCEM,;

Ecnn Tteba Banomanu, To HeOOGXOOUMO npeaynpeanTb BCEX CBOWMX 3HAKOMBbIX,
KoTopble gobaeneHbl y Tebsa B Apy3bsx, O TOM, YTO Tebsa B3nomanu n, BO3MOXHO, OT
TBOEro meHun ByaeT paccbinaTtbCsa Cnam 1 CCbINKN Ha PULLNHIOBbLIE CalThl;

YcTtaHoBM HagexHbIn naporb (PIN) Ha MoBUNbHbIV TenedoH;

OTkntoun coxpaHeHue napons B 6paysepe;

He oTkpbiBan danrnbl n gpyrue BroOXeHUs B NMCbMax Jaxe ecrniv OHU NpuLnuv ot
TBOUX Apy3eWn. Jlydlie yTOYHN Y HUX, OTNPaBNAnn N oHn Tebe atn dannsl.

LUudpoBas penyTtauums
Lindpposas penytauus - 370 HeratuBHas unv nNo3NTUBHaA MHAPOpPMaUnsa B ceTu O
Tebe. KomnpomeTtumpyrowas WHpoOpMauns, pasMelleHHas B WHTEpHETE MOXeT



cepbe3HbiM 06pa3oM OTPa3nTbCA Ha TBOEW peanbHOM Xu3Hu. «LiudpoBas penytaunsa»
- 3TO TBOM UMUK, KOTOPbIN hopmmpyeTcs U3 nHopmaumm o Tebe B UHTEPHETE.

TBOE MecCTO XuTenbcTBa, y4ebbl, TBOEe (PMHAHCOBOE MOSIOXEHME, OCOBEHHOCTU
XapakTepa 1 pacckasbl 0 61IM3KMX — BCE 3TO HaKannMBaeTCH B CETU.

MHOrMe noOApPOCTKM FErkOMbICIIEHHO OTHOCATCA K nybnukaumm  nudHOn
nHopmauunm B KVHTepHeTe, He MNOHMMas BO3MOXHbIX MOcCneacTBuW. Tbl faxe He
CMOXelWb goragaTbCs O TOM, 4TO poTorpacdhumsa, pasmeweHHaa 5 neT Hasag, ctana
NPUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dotorpacdun n gpyrme Oenctsua Moryt He
NCYE3HYTb faxe Mocre Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXPaHUn aTy
MHdOpMauUuio, nonana fnm OHa B MOUCKOBbIE CUCTEMbI M COXpaHuUnacb NM OHa, a
rmaBHoe: 4YTO noaymatroT O Tebe OKpyxatollee niau, KoTopble HanayT U yBUAAT 3TO.
HanTtn nigopmaumo MHOro fieT CnycTa CMOXeT Nobon — kak u3 4obpbix NobyxaeHun,
TaK U C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroAaHO.

OcHoeHble cosembl M0 3awjume yughposou penymauuu:

Mogyman, npexge Yyem 4TO-TO NybnukoBaTtb U NepefasaTh y ceba B 6rore unu B
coumanbHON CeTu;

B HacTponkax npocmnga yctaHOBWN OrpaHUYeHnst Ha NPOCMOTP TBOEro nNpoduns u
€ro coaepXnmMoro, caenam ero TonbKo «Ana Apy3emny»;

He pasmewan u He ykasbiBan WHPOPMaUMIO, KOTOpas MOXeT Koro-nmbo
OCKOp6nATbL Unn obuxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHble  LIKOSIbHUKM -  aKTMBHble  MNonb3oBaTenn  LMEPOBOro
npoctpaHctBa. OpHako p[aneko He BCe 3HalT, YTO MOfb30BaHWE MHOMMMU
BO3MOXHOCTAMU LMGPOBOro mupa Tpebyet cobniogeHna npaB Ha UHTENNEKTyarbHY0
COBCTBEHHOCTb.

TepMunH  «uHTennekTyanbHas COOCTBEHHOCTb» OTHOCUTCA K  pPasfiMyHbIM
TBOPEHUAM YerioBEYECKOro yma, HauMHass C HOBbIX M300peTeHuMrM U 3HaKoB,
obo3HavalLWwmx COOBCTBEHHOCTb Ha MPOAYKTbI M YCAyrM, W 3akaH4YMBad KHUramwu,
doTorpadomamm, KNHOPUNbMaMU 1 My3blKanbHbIMU MPON3BELEHUAMN.

ABTOpCkMe MpaBa - 3TO MNpaBa Ha WHTENNeKTyasnbHYyl COOCTBEHHOCTb Ha
npousBefeHUss Hayku, nuTepaTtypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNakT B
KayecTBe rapaHTUW TOro, YTO MHTENNEKTyarnbHbIN/TBOPYECKU TPyA aBTopa He byaeT
HanpacHbIM, [acT eMmy CcrnpaBeanMBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax
CBOEro Tpyaa, nonyvntb N3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHnst aBTopa He
MOXeT  BOCMpPOM3BOOUTbL  €ro  MNpou3BedeHue,  pacnpoCTpaHsaTb,  NybnnyHo
AEMOHCTpUpoBaTb, npodaBaTtb, MMMNOPTUPOBaATb, MNyckaTb B MpokaTt, Mybrnn4yHo
MCNOSHATb, NOKa3bIBaTb/UCNOMNHATL B adupe nnu pasmellaTb B IHTepHeTe.

Mcnonb3oBaHue «nNMpaTckoro» NporpaMmMHOro obecneyeHnst MoxeT NpUBECTU K
MHOMMM pUCKaM: OT NOTEePU AaHHbIX K TBOMM akkayHTaM [0 OnOKMPOBKM TBOEro
YCTPOWCTBA, [Ae YCTaAHOBMEHHbIN He neranbHaa nporpamma. He crtouT Takke
3abbiBaTb, YTO CYLUECTBYET neranbHble 1 GecnnaTHble NporpamMmmbl, KOTOPbIE MOXHO
HaWUTW B CETU.

http.//cemeesuyok.pgh/



